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Lazarus Group

The APT with countless lives

Associated APT designations Country of origin

* Lazarus Group (Novetta/Kaspersky/generic designation)

e Labyrinth Chollima (CrowdStrike)

e Diamond Sleet, fka ZINC (Microsoft)

* G0032(MITRE ATT&CK)

e HIDDEN COBRA(CISA/US Department of Homeland
Security)

* NICKEL ACADEMY (Secureworks)

e Guardians of Peace (self-given)

* New Romantic Cyber Army Team (McAfee)

e Whois Hacking Team (McAfee) 2009 - present

e Group 77(Talos)

e Appleworm (origin unknown)

Time period of activity

Sources: [1],[2],[33] Sources: [5],[33]

Political affiliations

It is important to emphasise that there is little consolidated, broadly-recognised knowledge about the
Lazarus Group and its specific political affiliations within the North Korean state apparatus compared to the
knowledge of other nation-state APTs. The name usually acts as an umbrella term for a wider subset of
North-Korean cyber activities and responsible sub-groups, which makes the attribution of specific
operations often difficult (see section “Attribution Ambiguities” below). The threat intelligence community,
academics, and state authorities have no common understanding of a clearly-defined hierarchy or the
organisation of North Korean cyber units and their respective APT designations so far. The present profile
therefore seeks to differentiate the more general aspects that can be perceived as a given common
denominator from more specific details that are still contested by varying actors analysing the regime’s
cyber posture.

In general, the Lazarus Group refers to a large subset of state-sponsored cyber activities of the Democratic
People’s Republic of Korea (DPRK), operating as an integral wing of North Korea’s central foreign intelligence
agency, the Reconnaissance General Bureau (RGB) that comprises six different bureaus. It is a widely-
accepted understanding that North Korean cyber activity of any kind is most likely directed or controlled by
the RGB. Within the RGB, most sources, including academic analyses and threat intelligence reports, such as
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one from Mandiant in 2023, associate the Lazarus group with the RGB Lab 110. Mandiant represents Lab 110
as an expanded/reorganised version of the better-known Bureau 121, often referred to as North Korea's
primary hacking unit. Older sources, such as an academic chapter by South Korean researchers from 2019,
consider Lab 110 to be subordinate to Bureau 121.

The activities of the Lazarus Group are directly linked to North Korea's efforts to circumvent international
sanctions, particularly those imposed by the UN Security Council in 2009 (Resolution 1874) and intensified
in March 2013 (Resolution 2094). These sanctions, aimed at limiting North Korea's nuclear and missile
programmes, have significantly impacted the nation’s economic landscape, prompting the regime to seek
alternative revenue streams through cyber operations. As such, its financial cyber operations are not only
ameans of state-sponsored espionage against its victim targets, but also serve as a vital source of funding
for the regime. Lazarus’ association with the RGB and its sophisticated financial cyber operations
reinforce its status as a prominent and formidable player in the international cybersecurity space, and it
highlights the complicated nature of state-sponsored cyber threat actors.

Sources: [4],[8], (7], [11], [15],[30]
Agency type

State-ordered/integrated hacker group(s) (partially comprising a cyber military unit): The Lazarus Group
operates as a state-integrated hacker collective as part of the constantly-evolving offensive cyber
programme of the DPRK. The RGB, which follows next in this chain, is said to have six bureaus operating
under its control. Lazarus, among other groups, operates under the Third Bureau (responsible for foreign
intelligence) as a specialised cyber operations unit that has become a major force and threat in global cyber
warfare since its establishment in 2009. According to a press release by the US Department of the Treasury
from September 2019, Lazarus is “subordinate to the 110th Research Center, 3rd Bureau of the RGB.”

However, whether Lazarus should be presented as one homogenous “unit” is a topic of debate. Instead, it
potentially acts as an umbrella group for other, more specialised North Korean hacking teams responsible
for various tasks, such as Andariel, BlueNoroff or BeagleBoyz. This is a similar to the Chinese APT Winnti,
which also comprises different other APTs, further complicating attribution due to extensive tool-sharing
among them. At the same time, this stands in stark contrast to the Russian APT ecosystem which is
dominated by different, competing intelligence agencies, guiding APT groups that are more distinct and thus
make attribution efforts more straightforward.

What differentiates North Korean hacker units from Chinese groups is their usual deployment abroad. Given
the country’'s weak digitalisation and its compartmentalisation against external influences, North Korean
hackers often operate from countries such as China, India, Cambodia, or Vietnam, often disguised as
students or software engineers. This characterisation speaks against the label of a “state-executed”
hacking group, rather emphasising the informal aspect of state control over its nationals abroad, who act as
third-party attackers outside the national intelligence apparatus but with a purportedly high degree of
control. Thus, it is still unclear how many cyber incidents actually originate from North Korean soil that
would qualify them as state-executed attacks.

Sources: [13],[30]
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Group composition/organisational structure

As per the RGB corpus, the Lazarus Group is made up of elite cyber operatives, each of whom is trained and
focussed on different aspects of cyber warfare. The group is purportedly divided into specialised units, such
as Andariel and BlueNoroff, with each unit focussing on different areas of operation. It is unknown how large
the personnel corpus of Lazarus is, but there are at least some reports, such as that of Bugcrowd, which
discuss rough estimates of the personnel size of the two subgroups. Andariel is said to have 1,600
employees and BlueNoroff is estimated to have around 1,700. Another proxy indicator could be the size of
Bureau 121, assuming that Lazarus comprises most of its employees. A Powerpoint presentation by the US
Health Sector Cybersecurity Coordination Center (HC3) from 2021 estimated that the Bureau includes at
least 6,000 employees (not all of whom are intelligence agents).

According to Mandiant, the activities of the DPRK’s cyber units and interconnected sub-groups, as well as
their organisational structure, can adapt according to the regime’s goals over time, as it was the case during
the COVID-19 pandemic: Mandiant reports that the new Bureau 325 was publicly announced in January 2021
and soon after focussed its espionage operations on vaccine research; it is allegedly also staffed by
members of other APTs, such as Kimsuky.

The actual degree of control the regime effectively exercises over its hackers stationed abroad cannot be
judged with certainty. However, it seems plausible that, once they are subject to international search
warrants, indictments, or sanctions, the regime tries to return them home to North Korea as soon as
possible in order to eliminate the potential loss of intelligence.

Sources:[8],[9] [21] [35]

Impact type(s)

Direct
« Intelligence impact (e.qg., espionage against the South Korean chemical sector in 2022)
« Political intelligence impact: continuous campaigns against South Korea (e.g., Operation Dream Job or
operation against Windows IIS Web Servers)
« Economic/financial impact: attacks against the public (Bangladeshi bank heist) and private sector
(theft of $37.3 million from CoinsPaid, as well as roughly $100 million from Atomic Wallet; hack against
Sony Pictures in 2014)

Indirect
» Reputational Impact (hack against Sony Pictures in 2014)

Sources: [11a], [11c]
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Incident type(s)

e Data Theft (intelligence gathering/cyber espionage)
* Hijacking with misuse (financial theft against banks or cryptocurrencies)
e Disruption (wiper attacks/DDoS operations)

Threat Level Index .
Index scoring scale

[Score [ label
=6 Low
12/24 moderate threat level -2 Moderate
>12 - <18 High
>18 - 24 Very high

The Threat Level Index is derived from the EuRepoC dataset 1.0. It is a composite indicator covering five
dimensions: the sectorial and geographical scope of the APT's attacks, the intensity of the attacks, the
frequency of attacks and the use of zero-days. Please note that only attacks that have been publicly
attributed to the APT group during its period of activity and which meet the specific EuRepoC criteria for
inclusion are considered. The scores account for the practice of other APT groups analysed by EuRepoC, as
thresholds used for determining low/high scores are based on the range of scores obtained across multiple
APT groups. For more detailed information on the methodology underpinning the Threat Level Index see
here and here.

This sub-indicator represents the average “Weighted Cyber Intensity” score from
the EuRepoC codebook for all attacks attributed to the APT for its period of
activity. It assesses the type of attacks, their potential physical effects, and their
socio-political severity - see here for more information.

Intensity of attacks 1/5

This sub-indicator calculates average number of targeted sectors per attack
attributed to the APT groups over its period of activity. If the majority of the
targeted sectors are critical to the functioning of the targeted societies (i.e.

Sectorial scope of attacks 3/8 political systems and critical infrastructure) a multiplier is applied. Incidents
attributed to the Lazarus Group in the EuRepoC database, targeted, on average, 1.5
sectors per attack and 66% were against state institutions/political systems or
critical infrastructure.

This sub-indicator considers the average number of targeted countries per attack
attributed to the APT group. Whole regions or continents affected during one

Geographical scope of attacks 3/4 attack are weighted higher. In the case of the Lazarus Group, on average three
countries were targeted per incident attributed to the group in the EuRepoC
database.

This sub-indicator is calculated by dividing the total number of attacks attributed
to the APT group within the EuRepoC database by the number of years of activity

Frequency of attacks 4 /4 -
g y of the APT group. The obtained scores are then converted to a four-level scale.
The Lazarus Group was responsible for more than 3 incidents per year of activity.
This indicator calculates the percentage of attacks attributed to the APT that use
- one or multiple zero days. The score obtained is then converted to a three-level
Exploitation of Zero days 1/3 - y

scale. 2 incidents (4%) in the EuRepoC database attributed to the Lazarus Group
used zero-days.
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https://strapi.eurepoc.eu/uploads/Eu_Repo_C_Global_Database_1_0_22d4a4aee7.xlsx
https://strapi.eurepoc.eu/uploads/Threat_Level_Index_methodology_8ed44c4017.pdf
https://doi.org/10.7802/2494
https://app.eurepoc.eu/methodology

TECHNICAL CHARACTERISTICS / PECULIARITIES / SOPHISTICATION

The Lazarus Group has consistently demonstrated its advanced technical capabilities and sophistication in
its cyber operations since its creation. Its sophisticated attack patterns include a mixture of targeted spear-
phishing attacks and exploitation of software vulnerabilities, as well as exploitation of zero-days and the use
of customised malware that can be identified as such and attributed to Lazarus, targeting both public and
private international targets.

Basic attack pattern

The Lazarus Group’s attack pattern and its repertoire are diverse, sophisticated, and highly refined. Lazarus
tailors its MO (modus operandi) and the associated methods and tools to its desired target. The group often
initiates spear-phishing campaigns using bogus emails to spread malware. Once it has illegally infiltrated a
victim’s network, the group exploits vulnerabilities to create backdoors and communicate with command-
and-control servers. The group’s operations include collecting credentials to move within networks -
sometimes months before initial detection - thus enabling its operatives to access sensitive areas and
escalate privileges. In addition, the group exfiltrates and destroys data - often sensitive political, military, or
financial information - to gain an intelligence advantage over political opponents and adversaries.

Sources: [2],[36]

Zero-day exploits
The group is also known to strategically use zero-day exploits.

A recent example is the active exploitation of a zero-day vulnerability in the MagicLine4NX software to
potentially carry out supply-chain attacks, which was the subject of a joint statement published by the UK
and South Korea in November 2023. MagicLine4NX is a security authentication software developed by the
South Korean software company Dream Security. Previously, similar attacks took place in March 2023
against financial entities in South Korea.

Sources: [16],[23]

List of malware and tools used (non-exhaustive)

The Lazarus Group and its customised malware and other tools are constantly evolving, recycled, or completely
reassembled from time to time. Some of the main tools and malware it has used are:

e Backdoors: these are used to gain persistent access to compromised networks. Examples include
Appleseed, HardRain, BadCall, Hidden Cobra, Destroyer, Duuzer, OpenCarrot, KLIPO, and DESTOVER.

* Remote access Trojans (RATs): For remote control of infected systems, Lazarus has RATs such as Fallchill,
Joanap, and Brambul.

* Ransomware: WannaCry.

Sources: [1],[2],[17],[36]

February 2024 -5



Select tactics and techniques leveraged by the group based on
the MITRE ATT&CK Framework

MITRE Initial Access

Phishing: Spearphishing Attachment
Phishing: Spearphishing Link

MITRE Persistence

Account Manipulation
Scheduled Task/Job
Hijack Execution Flow: DLL Side-Loading

MITRE Defense Evasion

Access Token Manipulation: Create Process with Token
Debugger Evasion
Hide Artifacts: Hidden Files and Directories

MITRE Impact

Data Encrypted for Impact
Defacement

Disk Wipe: Disk Content Wipe
Service Stop

Sources[22]
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ATTRIBUTION

Major attribution milestones

1) Sony Hack Attributions:

e Attribution towards the North Korean government by the FBI and US President Barack Obama
(December 2014)

e Threat Intelligence coalition led by Novetta attributes Sony Hack towards a group dubbed “Lazarus” in
“Operation Blockbuster” report (2016)

e Criminal complaint by the US against Park Jin Hyok (2f%Z131; aka Jin Hyok Park and Pak Jin Hek),
identifying him as a former Lazarus member and employee of North Korean government front company
Chosun Expo Joint Venture (September 2018)

2) Bangladesh Cyber Heist Attributions:
e BAE Systems links the Bangladesh Cyber Heist with the Sony Hack for the first time (May 2016)
* FBlattributes the heist as “state-sponsored” by North Korea (March 2017)
* Report by Kaspersky links Lazarus and North Korea via an IP address (April 2017)

3) WannaCry Attributions:

¢ |dentification of code-sharing between WannaCry and previous Lazarus operations by Google security
researcher Neel Mehta (May 2017)

e Symantec attributes WannaCry to the Lazarus Group due to the same command-and-control
infrastructure as was used in the Sony Hack (May 2017)

e USand UK governments attribute the North Korean government as responsible for WannaCry (December
2017)

e US criminal complaint against Park Jin Hyok (September 2018)

e Restrictive measures against Chosun Expo within the EU's Cyber Diplomacy Toolbox Framework (July
2020)

4) Expansion of US charges against Park Jin Hyok from 2018:
e Indictment against Chang Hyok (&%), Kim II (), and Park Jin Hyok (2 %1%1) due to their work for the
RGB within the Lazarus Group, referencing multiple cyber operations (Sony Hack, bank heists, FASTCash
campaign, WannaCry, and operations against cryptocurrency companies)(February 2021)

Sources: [3],[10], [20],[27], [31], [37], [38], [39] [40], [41], [42], [43] [44]

February 2024 -7



Attribution ambiguities

APT designations are, to a certain extent, social constructions by threat intelligence companies which reflect
their assessments of group compositions, collaborations, and divisions of labour. This is particularly evident
for the Lazarus Group, as this label is often used in a generic way for nearly all kinds of DPRK-related cyber
activities. Hence, the US authorities decided to label all cyber operations attributed to North Korea under the
moniker “HIDDEN COBRA,” also reflecting the less-consolidated knowledge base surrounding the regime in
Pyongyang compared to knowledge surrounding Russian or Chinese intelligence agencies. This “conventional
intelligence knowledge” about internal structures, profiles, and responsibilities often complements an
attribution assessment for certain hacking groups in case of missing, incomplete, or inconclusive technical
evidence. In many cases, a final attribution of a responsible state unit for certain cyber activities is only
possible because of this information.

Nonetheless, private threat intelligence companies and state authorities alike came up with a number of
additional subgroup-labels, all attached to the Lazarus Group. However, no unanimous picture of the internal
DPRK cyber hierarchy has emerged so far.

The following aspects summarise resulting ambiguities regarding attributions towards Lazarus or its
subgroups:

Lazarus as an umbrella label: To date, there are diverging assessments of the command chain between
Lazarus and other designated North Korean APTs, such as Andariel, BlueNoroff, and BeagleBoyz. Most
observers (e.g., TrendMicro) conclude that Andariel is the Lazarus-subgroup in charge of operations against
South Korea, while BlueNoroff is responsible for activities against financial institutions. To date, however,
what is not proven beyond doubt is the exact nature of the relationship between North Korean APTs or
Lazarus. For example, Lazarus might actually act as a “core group,” superior to the other subgroups, or it
could rather act as a collective of equal groups with different tasks, which often share malware and
infrastructure for their operations.

Another ambiguity relates to Lazarus’ associated intelligence unit(s). According to South Korean
researchers, Bureau 121 acts in parallel to the other RGB bureaus. Mandiant, however, assesses that the
Bureau 121is subordinate to the RGB’s Third Bureau, which ties in with the evaluation of the US Department of
the Treasury from September 2019.

The label APT38 is often discussed as an equivalent of Lazarus (e.g., by the FBI). In contrast, the US HC3
states that it is on an equal level as BlueNoroff, which would be closer to the MITRE assessment of APT38 as
another Lazarus-subgroup.

The attribution of the Sony Pictures Hack towards the regime in North Korea was contested for some time by
different IT-experts (e.g., Bruce Schneier in December 2014). In the meantime, the 2018 indictment
consolidated the US’ position on North Korean responsibility, further presenting technical and intelligence
evidence.

Another attribution controversy emerged for the so-called “Olympic Destroyer” operation against the 2018

Winter Olympics in South Korea, in which the Russian military hacking group Sandworm tried to pose as
Lazarus as part of a false-flag operation, using malware normally associated with the North Korean hackers.
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The lesser-known “Operation Sharpshooter,” which targeted global nuclear, defence, energy, and financial
companies, presented numerous obvious technical links to the Lazarus Group. This is why McAfee also
discussed the possibility of a potential false-flag operation, indicating Lazarus as the perpetrator. For this
operation, however, no alternative threat actor has been identified so far. As a potential third explanation,
McAfee also theorised about code-sharing between Lazarus and the (true) responsible group, without
further specifying the latter’s origin or national affiliation.

Sources: [22],[36], [45], [46], [47], [50], [51]

Attribution and detection sensitivity

Different industry reports describe Lazarus’ extensive use of so-called “anti-forensics techniques,” defined
as the “tampering of evidence in an attempt to mitigate the effectiveness of a forensics investigation at a
crime scene” (ASEC 2023). TrendMicro previously observed the group’s separation of components, as well as
its employment of command line tools, disk wiping and prefetch, event logs, and MFT record wipers in 2018.
A more recent report by South Korean AhnLab Security Intelligence Center (ASEC) observed the following
techniques: data hiding (e.g., encryption), artifact wiping (e.g., file wiping), and trail obfuscation (e.g.,
timestamp changes). The latter was also observed in campaigns by other APTs, such as Russian APTs
(APT28 and APT29), according to ASEC.

Sources: [36], [48]

POLITICAL/LEGAL/LAW ENFORCEMENT ACTIONS

1) September 2018/February 2021
In the wake of the WannaCry attack, the US Department of Justice (DOJ) indicted three North Koreans who
were not only proven to be employees of the RGB, but were also allegedly instrumental in its cyber
operations. The individuals in question are as follows:

e Park Jin Hyok (2}ZI&d) (first indictment in September 2018)

» Jon Chang Hyok (F1%&)

e Kimll(&¥)

2)13 September 2019

The US Treasury Department sanctioned the Lazarus Group and its two sub-groups BlueNoroff and Andariel
for their continuous malicious cyber activities, including the WannaCry ransomware attack and several
financial thefts.

The sanctions blocked all property of these groups in the US and prohibited transactions with the RGB.

3)2 March 2020

The US Office of Foreign Assets Control (OFAC) within the US Department of the Treasury sanctioned two
Chinese nationals, FH B ® Tian Yinyin (Tian) and Z ZX 7 Li Jiadong (Li), for laundering stolen
cryptocurrencies in connection with a 2018 cyberattack by North Korea’s state-sponsored Lazarus Group, in
which $250 million in virtual currencies were stolen from a cryptocurrency exchange. They are said to have
provided the group with material, financial, and technological support.
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4)20 July 2020

The European Council decided to sanction Chosun Expo, which played an important role in cyberattacks
such as the WannaCry attack, as part of a fourth sanctions package. The activities of Chosun Expo are
closely linked to the Lazarus Group, with Park Jin Hyok identified as a former employee and Lazarus
member.

5) 6 May 2022

The US OFAC imposed sanctions on Blender.io, a virtual currency mixer used by Lazarus Group to launder
money. Blender.io was involved in laundering over $20.5 million from Lazarus’ $620 million theft from the
blockchain game Axie Infinity. The sanctions blocked all US business with Blender.io and identified other
virtual currency addresses that were used by Lazarus.

6) 24 April 2023

The US OFAC imposed sanctions on three individuals for North Korea's illicit financial activities, including
hacking and virtual currency theft. Wu HuiHui, Cheng Hung Man, and Sim Hyon Sop were alleged to have
cooperated with North Korea; the first two were even directly linked with the Lazarus Group and allegedly
provided the group with material support. The sanctions, which were coordinated with South Korea, blocked
the US assets of these individuals and prohibited transactions with them.

On the same day, two federal indictments were unsealed in the District of Columbia against the same three
individuals.

Sources: [1],[10],[12], [13], [14], [18], [25]. [26]
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Landmark operations

Sony Pictures Hack in 2014:

In this sophisticated cyberattack, the Lazarus Group infiltrated Sony Pictures Entertainment’s IT network
over an extended period of time and exploited vulnerabilities in Microsoft Windows-based systems to stage
a large-scale data breach. Their main objective was to disrupt the release of "The Interview," a satirical film
depicting the assassination of North Korean leader Kim Jong Un. The attack resulted in significant data loss
and financial damage to Sony. The attack, which was discovered on 24 November 2014, revealed deep
vulnerabilities in Sony’s cybersecurity that had been exploited for several months prior to discovery. The
Lazarus Group attack, one of the first attributed to the DPRK, carefully exploited the administrative and
network-wide file-sharing capabilities of Microsoft Windows Server. This allowed the attackers to access,
extract, and finally delete a wide range of confidential information, including sensitive employee data and
unpublished films. The incident attracted international attention and ultimately led to the politicisation by
former US President Barack Obama. In response to this direct attack on the right to freedom of expression
and the security of American assets, President Obama promised "decisive action" against North Korea on 19
December 2014.

Bangladesh Central Bank heist in 2016:

This operation attempted to steal nearly $1 billion from the Bangladesh Central Bank's account at the US
Federal Reserve Bank. Although Lazarus did not quite achieve their goal, it still managed to transfer $81
million to Philippine accounts by using the "SWIFT Client" malware to access the bank’s SWIFT system and
then send fraudulent transfer requests to the Federal Reserve Bank of New York. The heist began on 4
February 2016, when hackers breached the Bangladesh Central Bank's systems and gained access to SWIFT
credentials. Using these credentials, the group submitted a series of wire transfer requests, cleverly
disquising them with the names of fake charities and nonprofit organisations. Fortunately, a simple typo in
one of the requests aroused the suspicion of the Federal Reserve Bank and prevented further unauthorised
transactions.

WannaCry ransomware attack in 2017:

In its most destructive cyber campaign ever, the Lazarus Group strategically released the WannaCry
ransomware, which ended up affecting between 230,000 and 300,000 computers in 150 countries. This
attack exploited a vulnerability in Windows, specifically targeting systems that had not installed a crucial
Microsoft security patch. WannaCry encrypted data on infected computers and demanded a ransom in
Bitcoin for its release. The attack had a significant impact on various sectors, i.a., on the health and financial
sectors, which resulted in a loss of over one billion US dollars. The rapid spread of WannaCry was traced
back to the utilisation of the EternalBlue exploit, which was presumably discovered and used by the US
National Security Agency. The exploit was published by the hacker group Shadow Brokers and thus became
publicly available. Prominent victims of the attack included large organisations such as the UK's National
Health Service, FedEx, Honda, and Nissan, highlighting the disruptive potential of the ransomware. The
spread of WannaCry was inadvertently halted when security researcher Marcus Hutchins registered a
domain found in the malware's code, triggering a built-in kill switch. Nevertheless, WannaCry remains a
strong threat, as unpatched systems are still vulnerable to the ransomware. In 2018, the United States
charged a North Korean agent/member of Lazarus for his involvement in both WannaCry and the hack of
Sony Pictures in 2014.

February 2024 - 11



Lazarus COVID-19-Campaign - Health Ministry in 2020:

On 27 October 2020, the Lazarus Group carried out a sophisticated cyberattack on an unspecified Ministry of
Health to secretly obtain COVID-19 information. Using "wAgent," a versatile malware, the group managed to
infiltrate two Windows servers, bypassing existing security measures. "wAgent" worked mainly within the
system’'s memory and was able to retrieve additional malicious payloads from remote servers,
demonstrating its advanced remote-control capabilities. The attack was highly customised, indicating a
targeted approach rather than an indiscriminate large-scale attack. The complexity of the operation was
also evident in the persistent access strategy, which utilised malware that mimicked legitimate software
components. This tactic ensured that the attackers gained persistent access to the ministry’s systems,
which could enable continuous monitoring or data extraction. The sophistication and execution pattern of
this operation - from stealth tactics to persistence - was subsequently linked to the Lazarus Group’s known
operational methods, confirming their involvement in this high-risk cyber espionage operation.

Crypto heist against Atomic Wallet in 2023:

In June 2023, the Lazarus Group reportedly stole $100 million in cryptocurrencies from the Estonian
cryptocurrency wallet 'Atomic Wallet” and further affecting around 1% of users by compromising their
accounts. This sophisticated cyberattack was linked to Lazarus by blockchain analytics firm Elliptic, as
similar money-laundering techniques had been observed in previous attacks. While it is not yet entirely
certain how Lazarus threat actors gained access, it is suspected that a bug in the wallet provider's
application, which exposed users’ private keys, helped them; this is believed to have been the root cause.
The group’s methods also went beyond the actual hack: it used the sanctioned Russian crypto exchange
Garantex to launder a significant portion of the stolen funds.

Sources: [11],[18], [28], [29], [32], [34], [ 48]
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